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NOTE FROM THE EDITOR ABOUT  

CLARIFICATION OF AUTHORIAL VIEWS 

 

DIGITAL ECONOMY DISRUPTION: Unveiling the Dynamic View of Islamic Finance, 

Digital Asset, Financial Crime and Cybersecurity 

 

In presenting this collection of essays, it is crucial to emphasize that the views 

expressed by individual authors are of a personal nature and do not necessarily reflect 

the official stance of any institution. Each author bears sole responsibility for the 

content and opinions presented herein. We kindly ask readers to recognize that any 

interpretations or errors in understanding should not be attributed to the affiliated 

institutions. This compilation is a testament to the diverse perspectives of our 

contributing authors, and we hope it enriches the discourse on this topic. 
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ISLAMIC DIGITAL FINANCE, CYBERSECURITY, AND DATA 

PROTECTION: AN EDITORIAL VIEW 
 

Achmad Nurdany, Indonesia 

 

The current phase of technological development has reached an advanced stage, ushering 

in disruptions across various facets of human life. The financial sector stands as one of the 

domains most profoundly impacted by this digital transformation. Digital finance introduces a 

fresh perspective on financial products, financial business operations, software related to 

finance, and customer communication (Gomber et al., 2017). Concurrently, the ongoing 

evolution of financial technology gives rise to two principal technological challenges: cybercrime 

and data security. 

According to Bossler & Berenblum (2019), the progression of technology not only presents 

opportunities for innovation but also provides a more expansive platform for malevolent actors 

to engage in illicit activities online. This phenomenon is intricately connected to the security of 

customer data, particularly for companies operating within the realm of financial technology. 

Ensuring the robust security of digital data emerges as a fundamental imperative for fostering a 

society resilient to cyber threats (Sule et al., 2021). As digital finance continues to revolutionize 

the global financial landscape, it is essential to consider its implications within an Islamic 

worldview. With the integration of technology, Islamic financial institutions are increasingly 

adopting digital platforms to provide services that align with Islamic principles. However, this 

transition also calls for addressing critical aspects such as cybersecurity and data protection to 

safeguard the integrity, confidentiality, and trustworthiness of financial transactions. In this 

course, we will explore the enhanced role of digital finance, cybersecurity, and data protection 

within an Islamic worldview. Hence, our 4th International Short Course (ISC) 2023 was a good 

place to share knowledge in this field. 

The 4th International Short Course (ISC) 2023, hosted by FEBI UIN Sunan Kalijaga in 

Yogyakarta, Indonesia, focuses on the intersection of Islamic digital finance, Cybersecurity and 

Data Protection. The course covers various topics, including Islamic Digital Finance, Islam's 

Worldview in Indonesia, Crypto Assets & Stable Coin, Financial Crime & Cybersecurity, Data 

Protection Law, and Digital Banking & Digital Currency. Participants can benefit from a 

certificate of attendance, international exposure, networking opportunities, and cultural 

exchange. 

The course, set to transpire from October 15 to 20, 2023, in Yogyakarta, boasts an insightful 

program. Activities commence on Sunday, October 15, with participant arrivals, paving the way 

for a stimulating week of exploration and discourse. 

On Monday, October 16, the seminar formally begins with an opening ceremony and 

keynote speeches. Dr. Afdawaiza M. Ag., Dean of FEBI UIN Sunan Kalijaga, articulates a 

welcoming speech, setting the tone for the event. Subsequently, Prof. Dr. Phil. Al Makin, the 
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Rector of UIN Sunan Kalijaga Yogyakarta, expounds on the university's role in the Islamic world. 

Prof. Suahasil Nazara, Vice Minister of Finance, Republic of Indonesia, who then be transferred 

to Special Staff of the Minister of Finance for Regional Fiscal Policy Formulation, Mrs. Titik Anas, 

SE., M.Econ.Dev., Ph.D., delivers a keynote speech elucidating the introduction to Islamic Digital 

Finance, Cybersecurity, and Data Protection. 

The subsequent days feature a myriad of parallel courses led by esteemed experts. 

Noteworthy sessions include Rama Yurindra's exploration of Islamic digital finance, Prof. Dr. Phil. 

Sahiron's discourse on the Islamic worldview in Indonesia, and Tuhu Nugraha's insights into 

blockchain technology, crypto assets, and stable coins. Dr. Abdul Qoyyum, Head of the Sharia 

Department at UIN Sunan Kalijaga, delves into the Islamic perspective on crypto assets and 

stable coins. Christoper Cason from the University of Washington, School of Law, USA, 

addresses financial crime in the cyber world. M Edhie Purnawan, Head of Bank Indonesia 

Supervision Board, explores the role of central banks in digital currency and cryptocurrency. 

Wednesday, October 18, features sessions on technology innovation in the financial sector 

with insights from the Financial Service Authority, a tandem class on digital banking 

transformation, and a session on cybersecurity and cyber resilience led by M Andri Setiawan. 

Beyond the academic agenda, Thursday, October 19, offers participants a Yogyakarta city tour, 

company visits, and cultural exchanges. The week culminates on Friday, October 20, with in-

depth sessions on digital privacy and data protection law by Prof. Abu Bakar Munir from the 

University of Malaya, Malaysia, and a writing skill enhancement workshop by Adrian Coen from 

the United Kingdom. 

The ISC 2023, however, drew a diverse assembly of 35 participants representing 11 

countries: Madagascar, Brunei Darussalam, India, Pakistan, Afghanistan, Gambia, Bangladesh, 

Sierra Leone, Egypt, Tanzania, and Indonesia. Notably, participants comprised professionals, 

practitioners, academics, lecturers, students, and FEBI internal students, contributing to a rich 

mix of perspectives. The event, conducted entirely offline, witnessed participants arriving either 

directly from their home countries or already being present in Indonesia. This international 

convergence facilitated a comprehensive exploration of pertinent themes within the course, 

fostering a collaborative and multifaceted learning environment. 

This collection of essays serves as a reflective exploration by ISC participants who 

underwent a rigorous five-day course. The essays delve into the individual perspectives of 

contributors regarding the dynamic landscape of technological advancements. Each essay, 

presented in an academically formal manner, offers a thoughtful examination of various facets 

of technological evolution. In doing so, these contributions enrich the scholarly discourse on 

contemporary technological paradigms in a manner accessible to a broad audience. 

 

 

 

 



 

vi 

REFERENCES 
 

Gomber, P., Koch, JA. & Siering, M. Digital Finance and FinTech: current research and future 

research directions. J Bus Econ 87, 537–580 (2017). https://doi.org/10.1007/s11573-017-

0852-x 

Bossler, A.M., & Berenblum, T. (2019) Introduction: new directions in cybercrime research, 

Journal of Crime and Justice, 42:5, 495-499, DOI: 10.1080/0735648X.2019.1692426 

Sule, M.J., Zennaro, M., & Thomas, G. (2021). Cybersecurity through the lens of Digital Identity 

and Data Protection: Issues and Trends. Technology in Society, 67 (Nov 2021), Doi: 

https://doi.org/10.1016/j.techsoc.2021.101734 

 

 

  

https://doi.org/10.1007/s11573-017-0852-x
https://doi.org/10.1007/s11573-017-0852-x
https://doi.org/10.1016/j.techsoc.2021.101734


 

vii 

TABLE OF CONTENTS 

 
NOTE FROM THE EDITOR ABOUT CLARIFICATION OF AUTHORIAL VIEWS ······························ iii 

ISLAMIC DIGITAL FINANCE, CYBERSECURITY, AND DATA PROTECTION: AN EDITORIAL VIEW · iv 

TABLE OF CONTENTS ·········································································································· vii 

CHAPTER ONE - ISLAMIC FINANCE AND DIGITAL ASSET ························································· 1 

1. Islamic Banking VIS A VIS Information Technology  ························································· 1 

2. Technology Innovation in Financial Sector: Open Banking in Southeast Asia ················ 10 

3. Paypalminclusive Closed Loop: Innovation Shariah Fintech in  

Supporting Productivity of Sumatera Palm Farmers ······················································ 16 

4. Islamic Finance Innovation: Strategies For Facing Challenges  

and Capitalizing Opportunities In Indonesia ·································································· 23 

5. Islamic Fintech as a New Engine of Economic Growth ··················································· 30 

6. Application of a Waqf Based Ijarah Smart Sukuk for The  

Development of Waqf Properties··················································································· 36 

7. Cryptocurrency Investment in Islam ·············································································· 42 

CHAPTER TWO - FINANCIAL CRIME AND CYBER SECURITY ··················································· 55 

1. Crypto Asset in Our Society ···························································································· 55 

2. Crime in Finance under the Cyber World ······································································· 61 

3. Environmental Financial Crime: The Dark Side of Green Investments··························· 66 

4. Financial Cybercrime ······································································································ 75 

5. I Do Want to Invest in Crypto currency, But I Need More Reassurance ························ 82 

CHAPTER THREE - BLOKCHAIN TECHNOLOGY AND DIGITAL CURRENCY ································ 89 

1. Blockchain as a Solution to Overcoming Information  

Security Problems in the Digital Era ··············································································· 89 

2. Central Bank Digital Currency (CBDC) as a New Monetary  

Instrument In Response to the Growth of Digital Money In Indonesia ························· 97 

3. The Technological Innovation Behind CBDC: 

Blockchain and Distributed Ledger Technology ··························································· 105 

4. CBDCs Unleashed: Potential Impacts on Financial Intermediaries ······························ 110 

5. The Distinction of CBDC among Cryptocurrencies:  

Risk, Benefit, and Trend in Indonesia ··········································································· 117 

CHAPTER FOUR – DIGITAL ECONOMY DISRUPTION ··························································· 125 

1. Role of Digital Economy in Indonesia: an Economic  

Perspective, Challenges, and Opportunities ································································ 125 

2. Machine Learning in Financial Innovation ···································································· 131 

3. CBDC In the Revolution of National Currency Digitization and its Impact on the  

Global Economy ············································································································ 138 



 

 

 

 

CHAPTER ONE - ISLAMIC FINANCE AND DIGITAL ASSET 

 

ISLAMIC BANKING VIS A VIS INFORMATION TECHNOLOGY 

Lucky Nugroho (Mercu Buana University), Indonesia 

 

In Islamic economics there are five universal values that become important principles that 

form the foundation of economics in an Islamic perspective which can be illustrated as follows: 

 

Figure 1. Universal Values in Islamic Economy 

Source: Various processed data sources 

In accordance with figure 1 above and previous research, it can be explained that universal 

Islamic values in Islamic economics are as follows: 

▪ Tawhid (Oneness of God): Tawhid is a basic concept in Islam that affirms that there is only 

one God, namely Allah. In an economic context, this concept reminds people that all 

economic and financial actions they take must be carried out with the awareness that they 

will be accountable to Allah in the Hereafter. Therefore, economic actions must be carried 

out in good faith, honesty and integrity. 

▪ Adl (Justice): Justice is an important principle in Islamic economics. God commands man to 

behave justly in all aspects of life, including economic affairs. This means there is no 

oppression or exploitation of others for personal gain. Fairness in the distribution of 

resources and opportunities is strongly emphasized in Islamic economics. 

▪ Nubuwwah (Prophethood): In Islam, prophets are regarded as role models and role models 

in daily life, including in economic affairs. The nature and attitude of the prophet are 

considered guidelines in behaving fairly, generously, and conducting business with integrity. 

Tauhid (Oneness 

of God)

Adl (Justice)

Ma'ad (Result)

Khilafah 

(Government)

Nubuwwah 

(Prophetic)
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TECHNOLOGY INNOVATION IN FINANCIAL SECTOR:  

OPEN BANKING IN SOUTHEAST ASIA 

Nur Afiqah Shahirah, Brunei Darussalam 

 

 

In the ever-evolving landscape of the financial sector, innovation has emerged as adriving 

force, reshaping the way we conduct financial transactions, manage our assets, and access 

banking services. The integration of advanced technologies, including blockchain, artificial 

intelligence (AI), big data analytics, and open banking, has fundamentally changed the dynamics 

of the industry. In this essay, we will explore the profound impact of technology innovation in 

the financial sector, with a primary focus on open banking and how this transformation is 

unfolding in Southeast Asia, particularly in Indonesia and Singapore. 

The financial sector’s evolution is not a singular event, but a continuous journey shapedby 
technological advancement and changing consumer demands. Over the years, innovations such 

as electronic trading platforms have not only revolutionized trading practices but have also 

introduced high-frequency trading algorithms, fundamentally altered the dynamics of the 

financial markets. The rise of digital banking has enabled customers to conduct financial 

transactions with unprecedented convenience, offering services such as mobile banking apps, 

remote check deposits, and peer-to-peer payments. The introduction to cryptocurrencies, 

spearheaded by Bitcoin, have not only introduced the concept of decentralized digital 

currencies but have also brought blockchain technology into the spotlight, offering potential 

innovation fora wider range of financial services (Palmié et al., 2020). 

Digital banking has revolutionized the way customers interact with their financial 

institutions. The advent of mobile banking apps, which offer a wide range of services, has made 

banking more convenient and accessible than ever before. Customers can now deposit checks 

remotely, pay bills with a few taps and send money to friends through peer-to-peer payment 

systems. This innovation has not only improved customer experiences but has also driven 

financial institutions to invest heavily in their digital infrastructure. 

Technology innovation in the financial sector is a multifaceted journey that encompasses a 

wide range of disruptive technologies, including blockchain, artificial intelligence (AI), big data 

analytics, cloud computing, and more. These innovations have not only streamlined processes 

within financial institutions but have also opened the door to entirely new models of financial 

service delivery. Whether it’s improving customer experiences, enhancing security, optimizing 
risk management, or increasing financial inclusion, technology has played an integral role in 

propelling the financial sector forward. 

One prominent facet of technological innovation in the financial sector is the rise of open 

banking. Open banking, driven by the integration of innovative technologies like blockchain, 

artificial intelligence, and application programming interfaces (APIs), is transforming traditional 

financial services. It is a revolutionary concept in the financial industry, and it represents a 
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PAYPALMINCLUSIVE CLOSED LOOP: INNOVATION SHARIAH FINTECH IN  

SUPPORTING PRODUCTIVITY OF SUMATERA PALM FARMERS 

Nikamtuzzahra, Indonesia 

 

Sumatra is the largest palm oil producing island in Indonesia, around 53 percent of national 

palm oil production is produced on Sumatra Island, namely 24.4 million tons in 2021(BPS, 2023). 

Palm oil is able to produce vegetable oil which is much needed by the industrial sector so that 

palm oil has a great opportunity to improve the community's economy if it has good 

productivity in its management. In 2021, the island of Sumatra has an area of 442072 hectares 

of oil palm land with production reaching 7451 

Even though there is great potential, low levels of productivity and quality of produce are 

the main problems in plantations. This is caused by several factors, including maximum 

management of plantation farming businesses in the application of advanced technology, 

especially the use of quality superior seeds, fertilizer, control of pests, diseases and weeds, as 

well as harvest and post-harvest handling, as well as the low level of human resource capacity, 

weak institutional farmers (Chris Michael, 2020). So, in this situation, farmers have not been 

able to enjoy adequate added value from both production activities and post-production 

activities. Considering the strategic geographical condition of the island of Sumatra, the large 

production of palm oil, and the importance of oil palm plantations for the economy, this topic 

should be the government's attention and agenda for increasing palm oil productivity. With an 

increase in productivity, it is hoped that this will increase. 

Farmers play an important role in the development of oil palm plantations. However, on the 

other hand, farmers have difficulty accessing capital to develop oil palm plantations. An 

alternative additional capital that could be a way out is borrowing from a banking institution. 

However, in the process of borrowing from banks, farmers also experience difficulties due to 

the principle of prudential banking adhered to by banks, which makes it difficult for farmers to 

obtain capital loans, plus farmers' managerial abilities are still minimal (Setyowati, 2020). The 

physical condition of banking services can also be said to be still relatively weak, such as the 

procedure for applying for a bank loan often takes time, the process is complicated and the 

conditions are not easy to fulfill, there is no collateral, there is a lack of information and there is 

no micro credit service (Sampoerna, 2017) which in the end affecting the level of public access 

to various types of banking services, including credit services, as well as the bank's 

thoroughness in selecting borrowers and the level of financial literacy of the Indonesian people 

which is still quite low are also obstacles that many farmers experience in obtaining loans. This 

means that the loan services provided by Indonesian banks are still not fully accessible to all 

levels of society, especially farmers. On the other hand, farmers are also unable to finance with 

personal capital, so funding sources that come from external farmers are needed. 
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ISLAMIC FINANCE INNOVATION: STRATEGIES FOR FACING CHALLENGES 

AND CAPITALIZING OPPORTUNITIES IN INDONESIA 

Ayulyn Nisail Musyarofah, Indonesia 

 

 

The 4th Industrial Revolution has spurred the rapid advancement of digital technology. 

Nowadays, people cannot be separated from technology in their daily lives. Digital technology 

makes it easier for people to access information and manage resources efficiently. Most people 

prioritize the advancement of digital technology, especially in terms of internet usage. The 

Indonesian Internet Service Providers Association (APJII) reported that 78% of Indonesia's total 

population had used the internet by March 2023 (Asosiasi Penyelenggara Jasa Internet 

Indonesia, 2023). The large number of internet users in Indonesia supports the development of 

the digital economy, one of which is characterized by the emergence of financial technology. 

Financial Technology (fintech) emerges and develops along with changes in people's lifestyles 

which are currently dominated by information technology users with fast-paced life demands. 

The use of fintech can further maximize banking product services so that the payment system in 

buying and selling transactions becomes more effective and efficient. 

Fintech is a term for innovation in financial services, where technology is key. According to 

Bank Indonesai financial technology/fintech is the result of a combination of financial services 

with technology which ultimately changes the business model from conventional to moderate, 

which initially in paying must be face to face and carry a certain amount of cash, can now make 

remote transactions by making payments that can be made in just seconds. According to Ansori 

(2019), fintech is a service that provides financial products using and utilizing emerging 

information technology. 

The fintech industry in Indonesia is showing rapid growth. Based on data from Bank 

Indonesia, there are already 38 e-wallets that have received official licenses. In 2018, e-wallet 

transactions in Indonesia reached USD1.5 billion and are predicted to increase to USD25 billion 

by 2023 (Bank Indonesia, 2020). There are 5 most popular e-wallet applications in Indonesia 

since 2017-2019, namely GoPay, OVO, DANA, ShopeePay, and LinkAja. In addition, it is also 

reported that people are increasingly aware of the importance of fintech regulation. Therefore, 

the government must respond by providing regulations that provide more certainty for the 

industry, to a better level of financial literacy. It is undeniable that the development of fintech 

cannot be separated from the development of the digital economy, ranging from e-commerce 

to online transportation. The financial industry is required to continuously adapt and make 

adjustments in its business processes, as the dynamics of the industry are changing rapidly. If 

these dynamics and transformations are not well managed, there is a concern that they could 

disrupt the financial system and the economy. The aspect of economic stability remains 

important and should remain a major concern, including when the role of fintech and digital 
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ISLAMIC FINTECH AS A NEW ENGINE OF ECONOMIC GROWTH 

Agustin Nasa Bandiyah, Indonesia 

 

 

The development of increasingly sophisticated technology will make it easier and open up 

opportunities for everyone to open a business. Year after year technology will always 

experience significant developments where the goal is to be able to create a technology that is 

more sophisticated and able to bring about major changes in helping to alleviate every human 

task. according to Muhammad & Rakmat Kurniawan (2014: 61) Nowadays the role of digital is 

extraordinary, almost all economies use technology and communication or digitalization, both 

in packaging products and in marketing products, making it easier and faster to distribute 

information used to make economic growth faster and unlimited with the support of digital 

technology and information technology. 

Kennedy (FKBI Journal, No.6, 2017: 172) states that the development of technology in 

Indonesia is currently growing rapidly along with the discovery and development of science in 

the field of information and communication so as to create tools that support the development 

of information technology such as communication systems with unidirectional and two-way 

(interactive) communication tools. Currently Indonesia has reached the industrial revolution 4.0, 

which has an impact on the increasing number of internet users from various ages and certain 

groups of society. Internet users in Indonesia in 1998 only reached 500 thousand while by the 

end of 2017 it had reached more than 100 million users. According to APJII survey data, internet 

access in 2017 grew by 7.9% from the previous year and grew more than 600% in the last 10 

years. The rapid development of technology in Indonesia and the wide range of internet 

services and the increasingly affordable price of devices for access to cyberspace have made 

internet users grow quite rapidly. There was a condition where at that time humans lived more 

focused on technology and thought that technology was everything without requiring any more 

interaction with other humans because everything could be accessed with technology itself. 

Thus creating a wide financing gap. In the midst of these conditions, Financial Technology 

(FinTech) companies were born as an alternative solution to meet people's needs for financial 

services. 

To compensate for the Industrial 4.0 era which is more played by technological innovation, 

and "overrides" the role of humans, at the same time Society 5.0 emerged which was pioneered 

by Japan in carrying out a sustainable humanitarian mission (Koegh et al, 2020) to control 

digitalization so that it is directed The internet technology that plays digitalization must be fully 

controlled by humans, not the other way around. The development of digitalization based on 

internet technology cannot be ignored, the changes are constantly innovating in the Industrial 

4.0 era, so it needs to be balanced with massive financial literacy to realize society 5.0 (Nurlaili 

et a., 2021). However, this does not mean that the full digitalization of technology can increase 

productivity and run effectively, instead it creates a new problem, namely Cyberloafing. 
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APPLICATION OF A WAQF BASED IJARAH SMART SUKUK  

FOR THE DEVELOPMENT OF WAQF PROPERTIES 

Jawwad Ali, India 

 

 

Smart Sukuk 

One of the most recent and crucial frameworks for upcoming Sukuk issuances is called 

Smart Sukuk. In the period of developments in crowdfunding and financial technology, smart 

sukuk appears to be the future of Islamic fundraising to expand industry and infrastructure. The 

most lucrative markets in Islamic finance are sukuk. However, it is also evident that strong 

organizations and government bodies frequently issue Sukuk, making their issuance expensive. 

By utilising blockchain technology, the smart Sukuk framework promises to increase 

productivity, transparency, and cost efficiency while empowering SMEs, social impact projects, 

groups, and associations to create Sukuk using cutting-edge technology. The main function of 

the Smart Sukuk is to standardise and automate the accounting, legal, and administrative 

payment processes of traditional Sukuk transactions, all of which are fully supported in the 

issuing country by a licenced legal company. (Sa'ad, 2018). "In the Islamic economy, smart sukuk 

is tokenized by obtaining funds from investors in return for Sukuk Tokens that reflect a share of 

the investment's ownership. Without the use of traditional banks or middlemen, the money is 

automatically transferred back to the holders of Sukuk Tokens via the blockchain in accordance 

with the smart contract's regulations for Islamic Economics.". Because of this, any entity in need 

of money can issue a Smart Sukuk, which raises funds from investors in exchange for Smart 

Sukuk Tokens that represent a piece of the Sukuk. When an institution makes a payment, the 

money is automatically distributed back to the owners of Smart Sukuk Tokens via Blockchain in 

accordance with the terms of the smart contract—banking institutions or other third parties are 

not required. A thorough investigation and analysis reveals that, in contrary to the smart 

contract notion, Sukuk's behaviour is fully consistent. The sole distinction is automation; 

whereas Sukuk is manual, smart contracts are automatic. (Maghdeed, 2019). 

Blossom's Smart Sukuk, the first of its kind in the world, leverages "smart contracts" from 

Ethereum, which are essentially blockchain computer programmes. A smart contract is used to 

manage all documents, tasks, calculations, and payments associated with the Sukuk, 

establishing a permanent audit trail that can be accessed at any time (Blossom, 2019). The 

blockchain complies with the contract's regulations for payments and ownership transfers since 

a smart contract encrypts business rules directly into the underlying payment currency. 

(Blossom, 2018). Advantages of Smart Sukuk 

The term "Smart Sukuk" refers to Islamic bonds that have been digitalized in order for the 

Islamic financial system to keep up with the pace of rapidly advancing technology and to take 

advantage of new opportunities rather than run the risk of being disrupted. According to 

reports, the Sukuk, which uses blockchain technology to transact, offers numerous advantages 
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CRYPTOCURRENCY INVESTMENT IN ISLAM 

Rahmat Kurnia, Indonesia 

 

 

The increasingly widespread digital development in Indonesia has also spread to the 

economic sector. In this case, the internet has created a virtual world that resembles all aspects 

of the real world, including in the social, political and economic fields, as well as influencing the 

ease of transactions. In the economic sector in particular, the existence of the internet has had 

an important impact on financial transactions, making it possible for individuals in different 

locations to connect with each other, which can provide fast and easy services. As the types of 

services that provide convenience in the form of economic activity increase, this will have an 

impact on changes in the payment system, and will also influence people's economic behavior 

patterns (Putra, 2005). 

People whose financial condition is in surplus will of course look for the right investment so 

that the funds they have can provide profits. Currently, various types of new investments are 

booming in response to increasing market demand. Accompanied by the era of revolution 4.0 

which brought society to a new world, which included the economy in it. One of the 

investments currently being used by the public is cryptocurrency (Huda, 2020). 

The development of the times can also have an impact on economic activities and the form 

of money continues to change from time to time, after which precious metals such as gold are 

used as the main material for payment instruments, checks and banknotes are also used as a 

means of payment. considered as money. With the globalization of the world economy, 

people's need for speed, comfort and security in financial transactions is increasing, thereby 

providing convenience in terms of payment systems (Yonifia, 2021). 

As technology becomes more sophisticated, it also influences the form of payment in the 

economic system which has an impact on society. Nowadays, people prefer to use electronic 

payment systems compared to cash payment systems, this is because of the convenience 

provided by this payment system. Based on this phenomenon, people created crypto which is a 

new currency. This progress in the world of technology has also been felt by Muslims 

(Nouruzzaman, 2021). This has an influence on patterns of life and interactions in the social and 

economic world. This change in implementation is clearly illustrated due to changes in people's 

investment patterns and interests from post-traditional ones such as: deposits, property, gold, 

mutual funds, bonds and shares to a form of investment that is popular with digital groups, 

namely cryptocurrency investment (Davis, 2021). 

Cryptocurrency, which is often known as "digital money", is a blockchain- based technology 

that is commonly used as digital currency. Regarding the role and function of this digital 

currency, it is the same as other currencies. However, cryptocurrency does not have a physical 

form like conventional currency in general, but is just a block of data bound by a hash as 

validation (Bhiantara, 2018). The phenomenon related to investment in the form of 
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CHAPTER TWO –  

FINANCIAL CRIME AND CYBER SECURITY 

 

CRYPTO ASSET IN OUR SOCIETY 

Asma Nafisa, Indonesia 

 

 

Cryptocurrency has been a topic of interest in recent years, and its impact on society has 

been a subject of debate. Cryptocurrency is a digital or virtual currency that uses cryptography 

for security and operates independently of a central bank. It is decentralized, meaning it is not 

controlled by any government or financial institution. In this essay, I will explore the effects of 

cryptocurrency on society. According to a study by UK Essays, cryptocurrency has both positive 

and negative impacts on our society and economy. Cryptocurrency is stored in electronic wallets 

and transferred using blockchain technology. It has revolutionized the way we store money, pay 

for goods and services, and do business. Cryptocurrency transactions are secure, fast, and 

efficient. They do not require intermediaries such as banks or financial institutions, which 

reduces transaction costs. 

However, there are also some drawbacks to cryptocurrency. One of the main concerns is its 

association with illegal activities such as money laundering and terrorism financing. 

Cryptocurrency transactions are anonymous and untraceable, making them attractive to 

criminals. Another concern is the volatility of cryptocurrency prices. The value of 

cryptocurrencies can fluctuate rapidly, making them risky investments. 

Despite these concerns, cryptocurrency has the potential to transform our society in many 

ways. For example, it can make transactions more private and efficient and improve the e- 

commerce system. Cryptocurrency can also provide financial services to people who do not 

have access to traditional banking systems. 

In conclusion, cryptocurrency has both positive and negative impacts on our society. While 

it has the potential to revolutionize the way we do business and provide financial services to 

people who do not have access to traditional banking systems, it also poses risks such as money 

laundering and terrorism financing. As with any new technology, it is important to weigh the 

benefits against the risks before adopting it. 
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CRIME IN FINANCE UNDER THE CYBER WORLD 

Alvera Zahvania Putri, Indonesia 

 

 

The use of information technology and communication has changed both the behavior of 

society and human civilization globally. The development of information and communication 

technology has also caused world relations to become borderless and caused significant social, 

economic and cultural changes to take place so quickly. Information technology is currently a 

double-edged sword, because in addition to contributing to the improvement of human welfare, 

progress and civilization, it is also an effective means of unlawful acts, 

The life of modern humans today cannot be separated from and sometimes even very 

dependent on advances in advanced high technology (high tech a tamod technology) in 

information and electronic buting through international networks (internet). On the one hand, 

technological advances bring positive impacts, such as e-mail: e-commerce euming EFTS 

(Electronic Funds Transfer System Dalernet Banking Cyber Bank On-line Business and so on. 

However, there is also a negative impact, with the emergence of various types of ligh tech crime 

and cyber-crime, so it is stated that cyber-crime is the most recent type of crime and her crime 

is part of the seamy side of the Information Society. 

The development of cyber-crime can be seen from the occurrence of various crimes such as 

economic cyber-crime EFT (Electric Funds Transfers) Crime, Cybank Crime: Internet Banking 

Crime: On-line Buses Cros: Cyber in electronic Money Laundering High Tech WWC (White Collar 

Crime), Cyber Terrorism Cyber Sex Cyber Criminal and so on. Even in the back ground paper of 

the workshop on Measures to Combat Computer related Crime of the XI UN Congress, it is 

stated that the globalization of technology in the field of communication and information casts 

a dark shadow, because it allows for new forms of exploitation, new opportunities for criminal 

activity, and new forms of crime. 

Financial crime refers to all crimes committed by an individual or a group of individuals that 

involve taking money or other property that belongs to someone else, to obtain a financial or 

professional gain. Financial crime is a multi-trillion-dollar business for criminal organizations, 

and it ranges from basic theft or fraud committed by single individuals to large-scale, global 

schemes masterminded by organized criminal syndicates. Financial crime is commonly 

considered as covering the following offenses is Fraud, Money laundering, Terrorist financing, 

Bribery and corruption, Insider trading, Cybercrime 

Cyber-crime has two meanings, first cyber-crime in a broad sense is also known as computer 

related crime, where the perpetrator illegally uses computer systems and networks, and second 

cyber-crime in a narrow sense is computer crime where the perpetrator illegally/violates the 

computer security system, and data processed by other computers. According to Agus Subagyo 

(2015), cyber-crime is very complex and includes several forms, among others; 
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ENVIRONMENTAL FINANCIAL CRIME:  

THE DARK SIDE OF GREEN INVESTMENTS 

Muhammad Rezaul Haider, Bangladesh 

 

 

Environmental financial crime is a growing concern in the age of climate change. Criminals 

are increasingly offering attractive investments on projects related to the preservation of the 

environment, known as green investments, to defraud investors. Environmental crime and 

money laundering pose a threat to both the natural world and global financial systems, 

generating billions of dollars per year for criminals worldwide. The low risk and high reward 

nature of environmental crime makes it a lucrative and safe source of revenue for criminals. 

This essay will explore the dark side of green investments, including the types of 

environmental financial crimes, the impact of these crimes on sustainable development goals, 

and the efforts to combat environmental financial crime. 

Environmental financial crimes are illegal activities that exploit natural resources and 

wildlife, including violence, theft, and trafficking. These crimes generate significant financial 

gains and are especially prevalent in low-regulation countries where animals and natural 

resources are relatively plentiful and more easily exploited. 

The following are some of the most common types of environmental financial crimes: 

• Illegal Logging: This involves the harvesting, processing, and trade of timber in violation of 

national and international laws. Illegal logging is a significant contributor to deforestation, 

which has a devastating impact on the environment, including climate change, soil erosion, 

and loss of biodiversity. 

• Illegal Mining: This involves the extraction of minerals and metals in violation of national 

and international laws. Illegal mining can cause significant environmental damage, including 

deforestation, soil erosion, and water pollution. 

• Wildlife Trafficking: This involves the illegal trade of animals and animal products, including 

ivory, rhino horn, and pangolin scales. Wildlife trafficking is a significant contributor to the 

decline of endangered species and has a devastating impact on the environment, including 

loss of biodiversity and ecosystem disruption. 

• Waste Trafficking: This involves the illegal disposal of hazardous waste, including electronic 

waste, chemicals, and medical waste. Waste trafficking can cause significant environmental 

damage, including soil and water pollution, and can pose a significant risk to human health. 

 

Impact of Environmental Financial Crimes on Sustainable Development Goals  

Environmental financial crimes have a significant impact on sustainable development goals 

(SDGs). The SDGs are a universal call to action to end poverty, protect the planet, and ensure 

that all people enjoy peace and prosperity by 2030. Environmental financial crimes undermine 

the achievement of several SDGs, including: 
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FINANCIAL CYBERCRIME 

Nasheerah Rahman, Brunei Darussalam 

 

 

In a digitalized world, technological advancements have undoubtedly transformed the way 

we live, work and communicate. These advancements have also given rise to a new breed of 

criminals – cybercriminals. These cybercriminals exploit the virtual landscape of the cyberworld 

to commit various crimes especially financial crimes. Financial crimes in the cyberworld 

encompasses a wide range of illegal activities such as phishing, malware, romance scams, 

distributed denial-of-service (DDoS) attack, Cyber espionage, ransomware and identity theft. 

These types of criminal activities can pose a significant threat to both the financial institution 

and the consumers. It does not only pose significant threats to the financial health of businesses 

and the trust of their customers, but also emerge as an escalating menace to national security. 

Financial fraud and cybercrime have become a fundamental problem in the new era, affecting 

not only banks and e-shops but also everyday life (Gebski,2021). Hence, understanding the 

reasons behind the prevalence and impact of financial crime in the cyberworld is crucial in 

developing strategies to combat this growing threat. 

Financial crime in the cyberworld has become an issue of utmost importance. It plays a 

pivotal role in shaping individuals’ perceptions of honesty and trust towards the financial sector, 
additionally influencing their cost-of-living due to its broad impact on economic stability. The 

security vulnerabilities present in financial systems are the main reason why financial sectors is 

the most affected by cybercrime. Nevertheless, as the technological world advances, new 

means of security detection and protection are available. For instance, modern strategies for 

fraud detection and prevention have been implemented by financial institutions, emphasizing 

the identification of unusual behaviors on their digital platform to mitigate risks. Yet, as 

cybercrimes grow more complex and sophisticated, enhanced and innovative measures are 

needed to safeguard financial organizations and individuals alike. 

Traditional security protocols in the financial technology system have been unable to keep 

pace with the sophistication and complexity of modern cyber-attacks, leaving financial systems 

continuously being exposed to threats and exploitation. Financial institutions handle vast 

amounts of sensitive data, including personal and financial information, making them the most 

attractive targets for cybercriminals. When cybercriminals obtain access to personal and 

financial information, there are many potential illegal criminal activities that they are able to 

perform such as threatening to release sensitive financial information unless a ransom is paid. 

Additionally, efforts are in place and have been made to mitigate financial crimes. 

Mitigating financial crimes in the cyberworld requires a multi-faceted approach which involves 

individuals, business, government agencies as well as law enforcement. These collaborative 

strategies are crucial in the battle against the ever-evolving landscape of cybercrime. In this 

context, financial institutions and businesses play a pivotal role in defending against financial 
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The finance world is going through some big changes, and at the heart of it all is 

cryptocurrency. Bitcoin, Ethereum, and loads of other digital coins have become everyday terms, 

and the idea of digital money isn't just for tech geeks anymore. It's a global thing now, and 

people, businesses, and even governments are all getting in on it. In this essay, we're diving into 

the world of cryptocurrency. We will talk about how it's gone global, look at what's happening 

with cryptocurrency in Indonesia (where I'm from), explore the views of Muslims on this topic, 

and I will also share my own thoughts and questions about it. 

Cryptocurrency used to be seen as a geeky trend that might not stick around, but now it's a 

big deal. It's a kind of money that isn't tied to any one country, and it's all digital. Companies, 

from small startups to huge international ones, are getting on board with using it for payments. 

People from all over the world are investing tons of money in it. The story of cryptocurrency is 

pretty amazing. It all started with Bitcoin after the 2008 financial crisis. It was like a new way to 

do money outside of regular banks. Then came other digital coins, and they all have their own 

unique things going on. Ethereum, for instance, brought in smart contracts, which are super 

interesting. Companies like Tesla and PayPal now say, "Hey, we'll take your digital money as 

payment." Even governments are thinking about creating their own digital currencies. So, this 

whole thing is a big deal. 

If we want to understand what's going on, we have to look at some cool moments in the 

cryptocurrency world. Remember when Bitcoin's value went through the roof in 2017? That was 

a wild time, and it got people super interested in the whole crypto world. After that, tons of 

new digital coins came onto the scene, each with its own unique twist. It's been quite the 

journey. 

Indonesia is a unique place, and it's pretty interesting to see what's happening with 

cryptocurrency here. The government's views have shifted over time. In the early days, they 

were warning people about the risks of getting into crypto. But as time has passed, they've 

realized they need to come up with some rules. 

Indonesia's relationship with crypto has been like a rollercoaster. At first, the government 

was worried, but now they're starting to figure out how to handle it. They've come up with 

some rules to make sure people are safe when they use digital money. But those rules are still 

evolving, and that will shape the future of crypto in Indonesia. Lately, some crypto exchanges in 

Indonesia got the green light from the Commodity Futures Trading Regulatory Agency (Bappebti) 

to operate. In fact, Bappebti also issued Decree of the Head of Bappebti Number 

01/BAPPEBTI/SP-LKBAK/07/2023 dated 17 July 2023 concerning Approval as a Futures Clearing 

Institution for Guaranteeing and Settlement of Crypto Asset Physical Market Trades to PT Kliring 
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The current era is a digital era, where information and communication technology (ICT) has 

become an inseparable part of human life. ICT allows humans to access, process and 

disseminate information quickly, easily and cheaply. Information is a very important and 

valuable resource for individuals, organizations and countries. However, ICT also brings various 

challenges and threats related to information security. Information security is a condition where 

information can maintain its confidentiality, integrity, availability and authentication from 

unauthorized or malicious parties. Information security is an important aspect that must be 

considered in the current digital era. Information stored, processed, and transmitted via digital 

media can be the target of various cyber threats, such as hacking, data theft, wiretapping, fraud, 

sabotage, etc. Information security becomes very important because if information is leaked, 

damaged, lost, or Counterfeits can cause major losses to their owners, both in terms of 

economic, social, political and national security. 

One of the main threats to information security in the digital era is cyber-attacks. A cyber-

attack is an action carried out by irresponsible parties to disrupt, damage, steal or change 

information stored, processed or transmitted via digital media. Cyber-attacks can be carried out 

in various ways, such as hacking, data theft, ransom ware, phishing, denial of service (DoS), 

malware, and others. Cyber-attacks can target individuals, organizations, or countries. These 

impacts and losses can be divided into three categories, namely economic, social and political. 

1. Economic impacts and losses occur due to damage, loss or theft of data, information or 

digital assets that have economic value. For example, a ransomware attack may result in 

victims having to pay a ransom to get back data or systems held hostage by the hacker. 

Phishing attacks can cause victims to lose money or financial information due to being 

deceived by fake emails or websites claiming to be official institutions. DoS attacks can 

cause victims to suffer losses due to being unable to access or provide online services that 

are important for their business or activities. According to a study conducted by McAfee and 
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Cryptocurrency has been gaining popularity in Indonesia, with the country ranking among 

the top 30 in the world in terms of cryptocurrency ownership. Here are some key points about 

the development of cryptocurrency in Indonesia (Kompas.com. 2023). First, interest in 

cryptocurrency and blockchain technology is growing in Indonesia, with the number of 

cryptocurrency users increasing rapidly. As of early 2022, there were already 5 million members 

in Indodax, one of the largest cryptocurrency exchanges in Indonesia. Second, there are several 

cryptocurrencies created by local entities in Indonesia, such as Zipmex Token (ZMT), Toko Token 

(TKO), ANA Coin (ANA), Token XAU, Agri Coin (AGCMN), BBX Coin, Tokenomy (TEN), and IDM 

Token. However, these coins are not as popular as Bitcoin and Ethereum, as they have not yet 

been connected to the global market. Third, the Indonesian government has been regulating 

the cryptocurrency market since 2018, with the issuance of the Minister of Trade Regulation No. 

99 of 2018 on the General Policy of Cryptocurrency Futures Trading. The regulation designates 

the Commodity Futures Trading Regulatory Agency (Bappebti) as the authority responsible for 

overseeing cryptocurrency trading in Indonesia. In 2021, Bappebti issued Regulation No. 8 of 

2021, which regulates utility crypto or crypto-backed assets (Pajak.com. 2023). Fourth, 

cryptocurrency trading is subject to taxation in Indonesia, with a tax rate of 0.05% proposed by 

the government. The government has been collecting taxes from cryptocurrency trading since 

2021, with tax revenue amounting to IDR 246.45 billion as of December 2022. Fifth, the 

Indonesian government has been conducting literacy campaigns to educate the public about 

cryptocurrency and blockchain technology. In 2023, the government will hold a Crypto Asset 

Literacy Month to increase public awareness and understanding of cryptocurrency. Overall, the 

development of cryptocurrency in Indonesia is expected to continue to grow, with the potential 

for Indonesia to become a leader in the global cryptocurrency market (KOMINFO. 2023). 

Cryptocurrencies are digital assets designed to work as a medium of exchange that use 

strong cryptography to secure financial transactions, control the creation of additional units, 

and verify asset transfers. In the digital world there is the term cryptocurrency, which is a digital 

currency based on cryptography. The cryptocurrency market is growing. In the last 5 years, 

more than 700 types of cryptocurrencies have been born. One of the most famous 

cryptocurrencies is Bitcoin. Actually, not only Bitcoin, several other types of cryptocurrencies 

such as Litecoin, Ripple, Paycoin, Darkcoin, or Dogecoin have the same concept, but have 

different advantages and disadvantages (RudiA. 2021) 



 

Chapter Three - Blokchain Technology and Digital Currency | 103 

REFERENCES 

 
Allen, F., Xian Gu, & Jagtiani, J. (2022). Fintech, Cryptocurrencies, and CBDS :Financial Structural 

Transformation in China. Journal of International Money and Finance, 1-13. 

Bulan Literasi Aset Kripto 2023, Masyarakat Harus Makin Paham. (2023, Februari 02). 

Retrieved from 

KOMINFO.go.id: 

https://www.kominfo.go.id/content/detail/47201/bulan-literasi-aset-kripto- 2023- masyarakat-

harus-makin-paham/0/berita 

CBDC Role in Strengthening Implementation of Central Bank Mandate. (2022, July 12). 

Retrieved from Bank Indonesia: https://www.bi.go.id/en/publikasi/ruang- media/news-

release/Pages/sp_2417722.aspx 

Digitalization of Indonesian Currency Through Implementation of Central Bank Digital Currency. 

(2023, April 17). Retrieved from Alami Institute: https://alami.institute/en/learn/babaj-

baru-mata-uang-rupiah 

Hariani, A. (2023, Juni). Mengulas Perkembangan Perdagangan Aset Kripto di 

Indonesia.Retrieved from Pajak.com: https://www.pajak.com/keuangan/mengulas-

perkembangan-perdagangan- aset- kripto-di-indonesia/ 

Mengenal Lebih Dekat Central Bank Digital Currency. (2022, Februari 14). Retrieved from 

KEMENKEU.go.id:https://djpb.kemenkeu.go.id/direktorat/pkn/id/odading/291 8-

mengenal-lebih-dekat-central-bank-digital-currency-cbdc.html 

Project Garuda : Navigating the Architectur of Digital Rupiah. (n.d.). Retrieved from Bank 

Indonesia: https://www.bi.go.id/en/rupiah/digital-rupiah/default.aspx 

Rikhmadani, Y. A. (2021). Tantangan Hukum E-Commerce dalam Regulasi Mata Uang Digital 

(Digital Currency) di Indonesia. Supremasi jurnal Hukum, 177 - 192. 

Safitri, K., & Ika, A. (2022, Januari 14). Kilas Balik Perkembangan Kripto di Indonesia Sepanjang 

2021, Artis hingga Pejabat Berlomba Jualan NFT. Retrieved from Kompas.com: 

https://money.kompas.com/read/2022/01/14/104500726/kilas-balik- perkembangan-

kripto-di-indonesia-sepanjang-2021-artis-hingga?page=all 

Saputra, E. (2018). Dampak Cryptocurrency Terhadap Perekonomian Indonesia. Seminar 

Nasional Royal (SENAR), 491 - 496. 

 

 

 

 

 

 

http://www.kominfo.go.id/content/detail/47201/bulan-literasi-aset-kripto-2023-
http://www.kominfo.go.id/content/detail/47201/bulan-literasi-aset-kripto-2023-
http://www.kominfo.go.id/content/detail/47201/bulan-literasi-aset-kripto-2023-
http://www.bi.go.id/en/publikasi/ruang-
http://www.pajak.com/keuangan/mengulas-perkembangan-perdagangan-aset-
http://www.pajak.com/keuangan/mengulas-perkembangan-perdagangan-aset-
http://www.pajak.com/keuangan/mengulas-perkembangan-perdagangan-aset-
http://www.pajak.com/keuangan/mengulas-perkembangan-perdagangan-aset-
http://www.bi.go.id/en/rupiah/digital-rupiah/default.aspx


 

104 | Digital Economy Disruption 

Ulfiana, A. D. (2022, November 30). Indonesia c.bank launches white paper on planned digital 

currency. Retrieved from Reuters: 

https://www.reuters.com/markets/currencies/indonesia-cbank-launches- white- paper-

planned-digital-currency-2022-11-30/ 

Wang, Y., M. Lucey, B., Vigne, S., & Yarovaya, L. (2022). The Effects of Central Bank Digital 

Currency News on Financial Markets. Technological Forecasting and Social Change, 1 - 39. 

 

  

http://www.reuters.com/markets/currencies/indonesia-cbank-launches-white-
http://www.reuters.com/markets/currencies/indonesia-cbank-launches-white-
http://www.reuters.com/markets/currencies/indonesia-cbank-launches-white-


 

Chapter Three - Blokchain Technology and Digital Currency | 105 

THE TECHNOLOGICAL INNOVATION BEHIND CBDC:  

BLOCKCHAIN AND DISTRIBUTED LEDGER TECHNOLOGY 

Widya Rizki Wulandari, Indonesia 

 

 

In this digital era, cryptocurrencies and blockchain technology have become very important 

topics of conversation. However, there is one innovation that may change the way we think 

about currency and financial transactions: Central Bank Digital Currency (CBDC). CBDC are 

digital currencies issued by a country's central bank, and they promise to bring about a 

revolution in the global financial system. One of the main technologies behind CBDC is 

blockchain and distributed ledger networks. In this essay, we will explore the technological 

innovations behind CBDCs, with a particular focus on the role of blockchain and distributed 

ledger networks in creating a more efficient and inclusive financial future. 

Before we understand the technological innovation behind CBDCs, it is important to 

understand what CBDCs are and why they have become so important in the world of modern 

finance. CBDC is a digital form of currency issued by a country's central bank. In simple terms, 

these are dollars or euros in digital form issued by a central bank, such as the Federal Reserve in 

the United States or the European Central Bank. 

But why are CBDCs so important? One reason is the response to the rapid development of 

cryptocurrencies such as Bitcoin and Ethereum. These cryptocurrencies have shaken up 

traditional financial markets and brought the concept of digital currencies to the world's 

attention. CBDCs are largely a response from central banks to stay relevant in the digital era and 

integrate the benefits of digital technology into the existing financial system. Additionally, CBDC 

also offers the potential to increase financial inclusion. In many countries, there are millions of 

people who do not have access to traditional banking services. CBDCs can help address this 

problem by providing access to a more inclusive financial system, regardless of geographic 

location or economic background. 

One of the most interesting aspects of CBDC is the use of blockchain technology and 

distributed ledger networks. Before we explore how this technology plays a key role in CBDCs, 

let's outline what blockchain is. Blockchain can be defined in simple terms as a distributed 

database that contains an ordered list of various records and these records are connected 

together through links called chains (Zhang & Chen, 2019). It is a digital ledger that is 

decentralized, meaning no single party controls it. This ledger consists of a series of blocks 

containing financial transactions. Each block is connected to each other chronologically, and 

each block contains transaction information carried out by the user's network. The main 

advantages of blockchain are its transparency and security. Transactions entered into the 

blockchain are permanent and irreversible, creating a high level of noise. Additionally, because 

the network is decentralized, no single authority can control or manipulate the ledger. This 

makes blockchain a very secure and trustworthy technology. 
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Central bank digital currencies (CBDCs) refer to digital manifestations of traditional fiat 

currencies created and endorsed by central banks. Cryptocurrencies are designed to serve as a 

unit of account, a store of value, and a means of exchange. Central Bank Digital Currencies 

(CBDCs) are gaining traction among central banks globally, attracting attention from 

policymakers, researchers, and industry experts who want to understand their potential impact 

on financial intermediaries. This essay critically analyses the prospective implications of Central 

Bank Digital Currencies (CBDCs) on the future operations of commercial banks, shariah banks, 

and other financial intermediaries. 

The implementation of Central Bank Digital Currencies (CBDCs) could have a substantial 

influence on commercial banks. The implementation of a retail central bank digital currency 

(CBDC) that encompasses both individual consumer and company accounts has the potential to 

significantly displace a considerable percentage of the deposits presently kept in commercial 

bank accounts. Furthermore, it could create opportunities for payment solution providers to 

access previously untapped markets. The potential consequences of deposit substitution and 

volume erosion may lead to a reduction in the income of commercial banks. The successful 

implementation of a Central Bank Digital Currency (CBDC) has the potential to catalyze a new 

era of innovation in financial services. However, the impact on commercial banks would be 

contingent upon the specific design choices made by the central bank. Central Bank Digital 

Currencies (CBDCs) can influence the demand for bank reserves and the effectiveness of 

interest rate policy, potentially altering the transmission and execution of monetary policy 

(McKinsey, 2022). 

Central Bank Digital Currencies (CBDCs) have the potential to impact shariah-compliant 

banks, which adhere to the principles of Islamic banking. The adherence of Central Bank Digital 

Currencies (CBDCs) to these principles would be contingent upon the design decisions made by 

central banks. The Islamic financial regulations, which prohibit interest-based transactions, may 

pose compatibility challenges with Central Bank Digital Currencies (CBDCs), particularly if they 

incorporate interest-based mechanisms. According to the Bank for International Settlements 

(2023), if Central Bank Digital Currencies (CBDCs) are designed to adhere to shariah principles, 

they could potentially facilitate the development of novel financial services and products that 

align with such principles. 

Central Bank Digital Currencies (CBDCs) possess the potential to exert a substantial 

influence on the promotion of financial inclusion through the facilitation of enhanced 

accessibility to financial services. Central Bank Digital Currencies (CBDCs) have the potential to 

facilitate financial inclusion by providing individuals without traditional banking services the 
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Future digital currency is a term that refers to the various forms of digital money that are 

emerging and evolving in the global economy. Digital currency is a type of currency that exists 

only in electronic form and does not have a physical counterpart. Some examples of digital 

currency are cryptocurrency, central bank digital currency (CBDC), stablecoin, and e-money. The 

future of digital currency is uncertain and depends on many factors, such as technological 

innovation, regulation, adoption, competition, and consumer preference. However, some 

possible trends and scenarios are: (1) The coexistence of multiple types of digital currency, each 

with its own advantages and disadvantages, use cases and user groups. (2) The convergence of 

different types of digital currency, such as the integration of CBDC with e-money platforms or 

the development of hybrid stablecoins that combine features of CBDC and cryptocurrency. (3) 

The dominance of one type of digital currency over others, such as the widespread adoption of 

CBDC by central banks and governments or the emergence of a global cryptocurrency that 

challenges the existing monetary system. 

The demand for speedy and efficient money transfers anywhere is one of the key factors 

that drive the adoption of cryptocurrencies. As a result, the use of Bitcoin is expanding quickly in 

nations like El Salvador that have significant remittance rates. With the increasing adoption of 

cryptocurrencies, many countries, including Indonesia, have begun exploring the development 

of a regulated digital currency or Central Bank Digital Currency (CBDC). This is due to several 

weaknesses possessed by cryptocurrencies, such as extreme volatility, which makes them 

difficult to be used for daily transactions. So, what is Central Bank Digital Currency (CBDC) and 

what is the difference between CBDC vs cryptocurrency? 

CBDC stands for central bank digital currency, which is a form of digital money issued by a 

country’s central bank. CBDC is similar to the traditional fiat currency, except that it exists only 
in electronic form and does not have a physical counterpart. CBDC is backed by the government 

and has legal tender status, which means that it can be used to pay for goods and services, as 

well as to store value and make transfers. Some of the advantages of CBDC are that it can 

provide faster, cheaper, and more inclusive payment services to the public, as well as enhance 

financial stability and inclusion. CBDC can also compete with other types of digital currencies, 

such as cryptocurrencies and stablecoins, which are not issued or regulated by any authority. 

CBDC can also facilitate the implementation of monetary and fiscal policies by the central bank 

and the government. 

Some of the challenges of CBDC are that it may pose risks to the privacy and security of the 

users, as well as to the profitability and competitiveness of the commercial banks and other 

financial intermediaries. CBDC may also require significant changes in the legal, regulatory, and 
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CHAPTER FOUR – DIGITAL ECONOMY DISRUPTION 

 

ROLE OF DIGITAL ECONOMY IN INDONESIA:  

AN ECONOMIC PERSPECTIVE, CHALLENGES, AND OPPORTUNITIES 

Atif Yaseen, Pakistan 

 

 

In the 21st century, the role of the digital sector is pivotal in a country's economic 

development. The digital economy has played a significant role in driving Indonesia's economic 

growth and development. With a population of over 270 million people, Indonesia is one of the 

largest and fastest-growing economies in Southeast Asia. In recent years, the country has 

witnessed remarkable growth in its digital economy, fueled by the widespread adoption of 

smartphones and increased internet penetration. This growth has created new opportunities for 

businesses and entrepreneurs, while also contributing to overall economic growth and job 

creation. 

This article aims to provide an in-depth analysis of the role of the digital economy in 

Indonesia from an economic perspective, examining its challenges and opportunities. According 

to a report by Google, Temasek, and Bain & Company, Indonesia's digital economy is projected 

to reach $124 billion by 2025, contributing to 11% of its GDP. This growth is driven by various 

sectors, including e-commerce, fintech, and digital services. 

Indonesia's digital economy presents vast opportunities for the country's economic 

development. E-commerce platforms such as Tokopedia and Bukalapak have revolutionized 

retail by providing small businesses with access to a broader customer base. Fintech companies 

like GoPay and OVO have transformed financial services by enabling seamless mobile payments 

and expanding access to banking services for the unbanked population. 

According to the World Economic Development report, in the new edition of the Digital 

Riser Report from the European Center for Digital Competitiveness by ESCP Europe Business 

School, Indonesia is recognized as one of the top Digital Risers in the G20. This acknowledgment 

highlights the country's progress in the digital sector, marking it as a rising star in the global 

digital economy landscape. 

The digital economy has played a pivotal role in Indonesia's economic growth. Over the past 

decade, the country has experienced a significant expansion of e-commerce, online 

marketplaces, and digital payment systems. Statistically, Indonesia's GDP growth has been 

positively influenced by the digital economy. For instance, the digital economy's contribution to 
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MACHINE LEARNING IN FINANCIAL INNOVATION 
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Financial innovation refers to the creation of new financial products, services, or processes 

that are effective and efficient. It is an important topic in the research community, with 

increasing development in the financial system and the use of information technology (Edwar 

Sinaga et al., 2023). Financial innovation has both antecedents and consequences at both micro 

and macroeconomic levels (Babus Kinda Cheryl Hachem et al., 2019). It plays a crucial role in the 

modern financial system, impacting the profitability of the banking sector (Sharon Sopia et. Al, 

2021). Financial innovation is driven by market structure and the payoffs of the claims being 

traded, with intermediaries designing securities based on the cash flows of underlying assets 

(Suman Tarleja and Mustansara Hayat). It also has implications for financial literacy, financial 

inclusion, and the global digital economy, particularly in developing countries. Financial 

development and innovation are closely linked to economic growth, with financial deepening 

predicting future growth and productivity advances. Overall, financial innovation is a dynamic 

process that shapes the financial system and has far-reaching implications for various aspects of 

the economy, and innovation is considered an important factor for economic growth and 

productivity advances. 

Financial innovation has a long history, dating back thousands of years. It has been driven by 

various factors such as the need for specialization and investment, as well as the desire to 

mobilize capital for large projects. Throughout history, financial innovation has played a crucial 

role in economic growth and the stability of financial systems. However, the governance of 

financial innovation has evolved over time. While there have been mechanisms to govern the 

financial sector, such as legal frameworks and self-regulatory mechanisms, there is limited 

evidence of specific governance mechanisms for the process of financial innovation itself. The 

relationship between financial innovation and economic growth has been extensively studied, 

with financial development being considered a cause of economic growth. It is important to 

strike a balance between promoting the right kind of innovation that can drive growth and 

avoiding excessive or misused innovation that can have negative consequences for the overall 

economy (Arnaboldi & Rossignoli, 2000.; Beck, 2012; Naa & Arthur, 2017). 

Examples of financial innovation include microfinance, junior market initial public offerings, 

consumer lending, private currency, and cryptocurrencies. These innovations have emerged as a 

response to unmet needs and have attracted both private sector and state attention. While 

financial innovations have the potential to address gaps in the financial system, they can also 

lead to regulatory changes and restrictions, sometimes even resulting in the elimination of 

emerging industries. Financial innovation has been a focus of research and discussion, 

particularly in the aftermath of the international economic crisis, with both positive and 

negative effects being observed. It has been recognized as a multidisciplinary field that 
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Central Bank Digital Currency (CBDC) is a concept of digital currency or a digitized form of 

fiat money issued and backed by a central bank. The currency is designed as a secure and 

efficient means of payment that can be used for everyday transactions. Unlike cryptocurrencies 

such as Bitcoin, CBDCs are not decentralized and are subject to central bank control. The 

concept of CBDCs has gained significant attention in recent years, with several central banks 

around the world exploring the possibility of issuing their own digital currencies. This paper will 

explore the benefits, risks, challenges, implementation, comparison with other forms of 

payment, and the future of CBDCs. 

Benefits of CBDC’s is the CBDC has the potential for the financial system and society to offer 
a number of benefits over traditional forms of payment. In the traditional financial system, 

interbank fund transfers often take a long time and involve high costs, so CBDCs can reduce the 

cost and time required for transactions, increase financial inclusion, and improve the efficiency 

of monetary policy. CBDCs can also provide a more secure and transparent means of payment, 

as they can be easily tracked and monitored by central banks. This can help reduce the risk of 

fraud and money laundering. 

One of the key benefits of CBDC is its potential to increase financial inclusion.In many 

countries, there are still large numbers of the population who do not have access to traditional 

financial services. According to the World Bank, approximately 1.7 billion adults worldwide do 

not have access to formal financial services. With CBDCs, people can access low-cost payment 

tools that can be used by anyone with a smartphone or internet connection. This can help 

reduce reliance on cash and improve the efficiency of payment systems. It can also expand 

financial accessibility and help reduce financial disparities in society. 

CBDC can also increase transparency and accountability in the financial system. In the digital 

currency ecosystem, all transactions are recorded in decentralized blockchain technology 

laundering. This means that all transactions can be transparently monitored and verified by 

authorized parties. This can help prevent illegal activities such as money and terrorism financing. 

Another benefit of CBDC is its potential to improve the efficiency of monetary policy. CBDCs 

can give central banks more direct control over the money supply, as it can be easily tracked 

and monitored. This can help reduce the risk of inflation and deflation, and ensure that the 

economy remains stable. 

CBDC Risks and Challenges there while CBDCs offer several benefits, there are also concerns 

about the potential risks and challenges associated with their implementation. One of the main 

risks is the impact on financial stability. CBDCs have the potential to disrupt the existing financial 

system, as they can reduce demand for traditional forms of payment such as cash and bank 




